2EA User Keylock Device Cold storage
Email Password/PIN MAC / Serial Seedphrase
EMAIL PIN
TOTP-CODE ARGON2(email, pin) DEVICE-SERIAL
SEEDPHRASE
stretch & extend
CS-privkey seed HKDF(PKM, 1) salt Device-MAC/Serial
WRAP(Eth-privkey) wrap HKDF(PKM, 2) recover/-import BIP39(seedphrase)
EndpointUserDevice (EUD)
pair (SPAKE2)

Optional HUD feature allows
complete account recovery

only using email and password/PIN.

WRAP(Eth-privkey)

Email Verification Code (SPAKE?2)

HostedUserDevice (HUD)

Multiple user EUDs can be paired and
complete account recovery is possible
unless all devices are lost.

WRAP(Eth-privkey)

Device Display Code (SPAKE2)

EndpointUserDevice (EUD)
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